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1 About this guide 

This document is divided into the following chapters: 

 Chapter 1, ñIntroducing our softwareò. 

 Chapter 2, ñKey Featuresò gives an overview of the key features. 

 Chapter 3, ñGetting Startedò, explains how to get started. 

 Chapter 4, ñSystem Administrationò, describes general administration functions etc. 

 Appendix A ï Reference Documents 

 Appendix B ï Glossary of Terms 

1.1 Who Should Use It 

This guide is intended for administrative users of different degrees of knowledge and experience with backup systems:  

 Administrators: The administrator will learn how to install and initially configure the ARCA.  

This guide assumes that you have some knowledge of Windows and backup concepts. 
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1.2 Typographical Conventions  

This document uses the following typographical conventions:  

 Command and option names appear in bold type in definitions and examples. The names of directories, files, 

machines, partitions, and volumes also appear in bold.  

 Variable information appears in italic type. This includes user-supplied information on command lines.  

 Screen output and code samples appear in monospace type.  

In addition, the following symbols appear in command syntax definitions. 

 Square brackets [ ] surround optional items.  

 Angle brackets < > surround user-supplied values.  

 Percentage sign % represents the regular command shell prompt. 

 Pipe symbol | separates mutually exclusive values for an argument.   
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2 Introducing the Zenith ARCA 

2.1 Purpose 

This chapter includes the following topics: 

 About the Zenith ARCA 

 Describing the System 

 Installation 

 Navigating the User Interface 

 Configuration 

 Backup Agents 

 Data Transfer 

 Administration 

 Virtual Machine 

 Support 

 Reporting 

 Licensing 

 Bare Metal Restore 

 

2.2 Scope 

We will learn how to setup and configure the Zenith ARCA and perform common administrative tasks. 
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2.3 Change Log 

 

Date Changes 

04.02.009 Document created 

04.06.2009 Added Replicated Images for virtualization 

04.07.2009 Added screenshots for 3
rd

 party icons in dashboard, Add server by IP 

04.12.2009 Added  replica configuration 

04.13.2009 Added report by date range, license activation, ARCA Health Check 

04.14.2009 Added Sandbox Private Network virtual mode 

04.15.2009 Added Bare Metal Restore section 

04.16.2009 
Updated default accounts, added backup edit schedule options, example 

backup history report 

04.17.2009 Added steps required before rebooting ARCA with defined VM 

04.20.2009 Updated support dashboard 

05.02.2009 License activation ï Mailbox Recovery prompt and Replication License 

05.07.2009 Added backup license removal process prior to  backup agent uninstall  

06.24.2009 

Added Vault updates including: Configuration & Replica Configuration 

options to select a backup destination drive and multiple vault support 

through Breakthrough Link Desktop  

06.25.2009 
Added Vault updates including Standby Server Caching, increase support 

for Virtual Machine RAM to 16GB, ARCA License Manager 

07.26.2009 
Added MD5 Cache comparison options and reordered ARCA 

Administration section. 

09.14.2009 Clarified VM troubleshooting and failover 

01.21.2010 ARCA SP2 updates integrated ï Private Label 
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3 Describing the System 

The Zenith ARCA is an all-in-one business continuity appliance which includes all the software and hardware necessary to 

protect your Windows Server infrastructure. 

3.1 Key Features 

The Zenith ARCA is intended for use in Windows Server environments (Windows 2000 Server and above).  The features 

include: 

 Standby Server - Allows the user to perform server virtualization directly from backup files in the event of a disaster.  

The sandbox modes allow for testing against your servers and validating images. 

 Backup & Recovery ï Allows for partition level snapshots as often as every 15 minutes for multiple recovery points.  We 

utilize a customized version of Storagecraftôs Shadowprotect to perform block level backups and recover using drag & 

drop functionality. 

 Mailbox & Message Level Recovery ï Using Ontrack PowerControls, restore Exchange databases and objects by only 

backing up the partition where your databases reside.  No message level backup required.  Restore to a .pst or live 

Exchange Server via the easy to use GUI interface. 

 Centralized Management Console ï Configure backup and disk alerting, view reports, and perform administrative tasks 

from one central dashboard. 

 Bare Metal Restore ï Utilizing our included Bare Metal Restoration CD, boot to a restore environment to run disk checks 

and restore your backups to identical or dissimilar hardware, even virtual environments. 

 Replication ï Copy and synchronize your backups to a local or network destination.  Our included replication software 

allows replication to and from another ARCA or vault. 

3.2 Inventory 

The following components must be pre-installed on the ARCA: 

 ARCA Software Suite 

 Breakthrough Copy System 

 Breakthrough Vault 

 Sun xVM VirtualBox 

 Zenith Business Continuity System 
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 KeyFile Maker 

 Ontrack Power Controls 4.2 

 

The following components must be installed on the Vault server.  If you have a Vault from Zenith, this software will be pre-

installed: 

 Breakthrough Copy System 

 Breakthrough Vault 

 ARCA Software Suite 

 Sun xVM VirtualBox 

 KeyFile Maker 

 Ontrack Power Controls 4.2 

 

On the target backup server the following must be installed after running the Backup Agent Install: 

 ARCA Backup Agent 

 Zenith Business Continuity System 

 

On the target backup server the following services must be started after running the Backup Agent Install: 

 ARCAScheduler 

 ClStateBackAsst (Clean State Backup Assistant) 

 ShadowProtect Service 

 StorageCraft Shadow Copy Provider 

 

You must have an administrative account to install and authenticate to the target backup servers.  The server must have 

access to the D$ share on the ARCA for writing backup files. 

 

Please contact support if any components are missing or not installed. 

3.3 Environment 

Before you being the setup process, check to verify that you have: 

 Keyboard 

 Mouse 
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 Monitor 

 Internet Connection 

 LAN Connectivity to the destination servers 

 WAN Connectivity for replication to ARCA or Vault 

3.4 System Operations 

General Operational Guidelines 

 To backup your servers from the ARCA, you will need to install a backup agent.  We will go over this later in agent 

setup sections. 

Warning: The ARCA cannot backup itself or other ARCA appliances.  To protect your ARCA, backup the configuration settings 

via ñRestore Configurationò.  If the ARCA backup agent software is installed on the appliance, settings will be overwrit-

ten and you must contact support. 

 .Application logs are created in ñC:\Program Files\ZenithARCA\ApplicationLogò. 

 You must have network connectivity on the LAN when backing up servers.  We do not recommend backing servers 

up over the WAN.   

 You will need to open port 16450 for the web service to post data (NIC configuration, replication alerts, etc.) on repli-

cated configurations. 

 For replication, you will need to open ports in your firewall.  The default client port is 39002 (BTP ï Breakthrough 

Transfer Protocol).   

 Default vault ports are 39000 (TCP and UDP) and 39002 (BTP). 

 16450 for web posting data 

 The ARCA is setup in a workgroup configuration (recommended), but it can be joined to a domain. 
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 The default admin user accounts and passwords are: ñadministratorò and ñrestoreò, password ñarcaò.  We recom-

mend changing the default passwords for security.  You can use any administrative account to login, but a dedicated 

virtualization account is recommended. 

 The ARCA software runs under the ñLocal Systemò account on the ARCA. 

 Any administrative account can be used to create the backup and authenticate to the backup agents.  We 

recommend using the same account for ease of administration.   

 After the backup agent is installed on destination servers, the backup agent runs under the ñLocal Sys-

temò account. 

 For email alerting, you will need an SMTP server to relay messages.  The ARCA does not include an 

SMTP server. 

 Documentation is available from our website www.zenitharca.com 

 Support is available through our portal https://support.zenitharca.net 

 

http://www.zenitharca.com/
https://support.zenitharca.net/
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4 Installation 

4.1 Logging in for the First Time 

The ARCA will boot to the Windows login screen.  You can login with one of the default accounts, administrator or restore, 

password arca.  You will be prompted to change the password.  Do not forget the password if you decide to change it.  Once 

you login you will presented with the Windows user interface. 

Warning: A dedicated account is recommended when performing server virtualization tasks.  See the Standby Server sec-

tion for details.   

 Configure your Network Settings by assigning static IP addresses to the LAN Connections 

 Verify all pre-installed applications.  

 

Please see the Zenith ARCA Getting Started Guide for initial setup information. 

4.2 ARCA Computer Management and Installed Applications 

We will review the system services and event viewer settings. 

 ZenithARCA Event Log ï A custom event log which reports all triggered ARCA events. 

 Installed Applications 

Á ARCA 

Á Breakthrough Copy System 

Á KeyFile Maker 

Á Ontrack PowerControls 4.2 

Á Sun xVM VirtualBox 

Á Zenith Business Continuity System 

 Installed Services ï These services should be in a ñStartedò state for proper operation:  



 

 

ARCA Implementation 

Guide.doc  
Copyright 2010 Page 14 of 353 

 

Á ARCAScheduler 

Á Breakthrough Scheduler 

Á Storagecraft Image Manager 

 Event Viewer 

 

Double-click each event to view its properties.  Event types are available in the ARCA Administrator Guide. 
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5 Navigating the User Interface 

We will review the ARCA Dashboard and system components. 

 

 ARCA Dashboard ï To launch, navigate to the Start Menu > All Programs > ARCA > ARCA Dashboard.  This 

launches the ARCA Dashboard.  You can also launch the individual components of the ARCA software through the 

ARCA program group. 
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5.1 ARCA Dashboard 

 

 

The dashboard is a starting point to navigate anywhere in the software.  All configuration and administrative functions can be 

performed from here.  Click each tab to navigate. 

 

The dashboard has the following sections: 

o Configuration ï Configuration, Vault Configuration, Restore Configuration, Private Label 

o Agent Setup ï Add Server, Remove Server 

o Backup Data Transfer ï Copy Backup Images of Server(s) to External Drive, Sync to External Drive, Break-

through Config, Breakthrough Link 

o ARCA Administration  ï Health Check, Backup Management Console, Exchange Recovery Tool, Backup 

Chain Continuity Check, Chain Verification, Emergency Cleanup, File Verification 
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o Virtual Machine ï Virtual Machine 

o Support ï ARCA Support Portal 

o Reporting Dashboard ï Backup Analysis & Backup History 

o License Activation ï Backup Agent License, Exchange Mail Recovery License, Replication License 
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6 Configuration 

The first step in getting backups up and running is configuring monitoring and alerting.  This is accomplished though the 

ARCA Configuration Panel.  You do not need to setup a configuration template before running the ñAdd Serverò wizard, but 

alerting will be disabled on that server until a template is applied.   

 

Configure ñReplica Configurationò alerting for replicated ARCA deployments and restore current configurations to other 

ARCA appliances for ease of administration. 

 

For email alerting, the ARCA does not include an SMTP server.  You must have access to a valid SMTP server to relay 

alerts and reports.  Depending on your SMTP server configuration, the ARCA IP address may need added to the ñallowò 

relay list. 

 

To make changes to configuration panel options click ñEditò.  Click ñSaveò to save changes and ñCancelò to discard. 

 

Note:  IIS (Internet Information Services) is installed locally for reporting.   

Note:  Ensure the ñEveryoneò group has full control to the ARCA Web Server arcawp directory.   
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Warning: If security permissions are set incorrectly alerting and reporting to the servers will not behave as expected.   

Warning: Failed to retri eve job configuration triggers an alert  and reporting will be blank past agent install.  

Alert:  Unable to monitor backups, failed to retrieve job configuration of server  

6.1 Configuration 

Under ñConfigurationò setup local ARCA configuration alerting and reporting. 

 

 Launch the ARCA Dashboard and go to ñConfigurationò 

 

 Click the ñConfigurationò icon.  This launches the ñConfiguration Panelò.  You will receive a prompt to configure 

the mail server to proceed. 
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 Click ñOKò to the prompt to display configuration settings. 

 To refresh the screen click the ñRefreshò button to the right of ñConfiguration Panelò 

 

 

 To change any setting under ñConfigurationò click ñEditò. 

 

Collapsed View 


























































































































































































































































































































































































































































































































































































































































































