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1 About this guide

This document is divided into the following chapters:

e Chapter 1, Alntroducing our softwareo.

e Chapter 2at ufrkesyo g ves an overview of the key features
e Chapter 3, AGetting Startedod, explains how to get st al
¢ Chapter 4, ASystem Administrationo, describes gener al
e Appendix AT Reference Documents

e Appendix BT Glossary of Terms

1.1 Who Should Use It

This guide is intended for administrative users of different degrees of knowledge and experience with backup systems:
e Administrators: The administrator will learn how to install and initially configure the ARCA.

This guide assumes that you have some knowledge of Windows and backup concepts.

ARCA Implementation
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1.2 Typographical Conventions

This document uses the following typographical conventions:

¢ Command and option names appear in bold type in definitions and examples. The names of directories, files,

machines, partitions, and volumes also appear in bold.
e Variable information appears in italic type. This includes user-supplied information on command lines.

e  Screen output and code samples appear in monospace type.
In addition, the following symbols appear in command syntax definitions.

e  Square brackets [ ] surround optional items.
e Angle brackets < > surround user-supplied values.
e Percentage sign % represents the regular command shell prompt.

e Pipe symbol | separates mutually exclusive values for an argument.

ARCA Implementation
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2 Introducing the Zenith ARCA

2.1 Purpose

This chapter includes the following topics:
e About the Zenith ARCA

¢ Describing the System

e Installation

¢ Navigating the User Interface
e Configuration

e Backup Agents

e Data Transfer

e Administration

e Virtual Machine

e Support

e Reporting

e Licensing

e Bare Metal Restore

2.2 Scope

We will learn how to setup and configure the Zenith ARCA and perform common administrative tasks.

ARCA Implementation
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2.3 Change Log

Date Changes

04.02.009 Document created
04.06.2009 Added Replicated Images for virtualization
04.07.2009 Added screenshots for 3" party icons in dashboard, Add server by IP
04.12.2009 Added replica configuration
04.13.2009 Added report by date range, license activation, ARCA Health Check
04.14.2009 Added Sandbox Private Network virtual mode
04.15.2009 Added Bare Metal Restore section
Updated default accounts, added backup edit schedule options, example
04.16.2009 .
backup history report

04.17.2009 Added steps required before rebooting ARCA with defined VM
04.20.2009 Updated support dashboard
05.02.2009 License activation T Mailbox Recovery prompt and Replication License
05.07.2009 Added backup license removal process prior to backup agent uninstall

Added Vault updates including: Configuration & Replica Configuration
06.24.2009 options to select a backup destination drive and multiple vault support

through Breakthrough Link Desktop
06.25.2009 Added Vault updates including Standby Server Caching, increase support
" for Virtual Machine RAM to 16GB, ARCA License Manager
07.26.2009 Added MD5 Cache comparison optlon§ and reordered ARCA
Administration section.

09.14.2009 Clarified VM troubleshooting and failover
01.21.2010 ARCA SP2 updates integrated i Private Label
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3 Describing the System

The Zenith ARCA is an all-in-one business continuity appliance which includes all the software and hardware necessary to

protect your Windows Server infrastructure.

3.1 Key Features

The Zenith ARCA is intended for use in Windows Server environments (Windows 2000 Server and above). The features

include:

e Standby Server - Allows the user to perform server virtualization directly from backup files in the event of a disaster.

The sandbox modes allow for testing against your servers and validating images.

e Backup & Recovery i Allows for partition level snapshots as often as every 15 minutes for multiple recovery points. We
utilize a customized version of Storagecraftdés Shadowpr
drop functionality.

¢ Mailbox & Message Level Recovery 1 Using Ontrack PowerControls, restore Exchange databases and objects by only
backing up the partition where your databases reside. No message level backup required. Restore to a .pst or live
Exchange Server via the easy to use GUI interface.

e Centralized Management Console i Configure backup and disk alerting, view reports, and perform administrative tasks
from one central dashboard.

e Bare Metal Restore 1 Utilizing our included Bare Metal Restoration CD, boot to a restore environment to run disk checks
and restore your backups to identical or dissimilar hardware, even virtual environments.

¢ Replication i Copy and synchronize your backups to a local or network destination. Our included replication software

allows replication to and from another ARCA or vault.

3.2 Inventory

The following components must be pre-installed on the ARCA:
e ARCA Software Suite

e Breakthrough Copy System

e Breakthrough Vault

e Sun xVM VirtualBox

e Zenith Business Continuity System

ARCA Implementation
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e KeyFile Maker
e Ontrack Power Controls 4.2

The following components must be installed on the Vault server. If you have a Vault from Zenith, this software will be pre-
installed:

Breakthrough Copy System

Breakthrough Vault
ARCA Software Suite
Sun xVM VirtualBox
KeyFile Maker

Ontrack Power Controls 4.2

On the target backup server the following must be installed after running the Backup Agent Install:
¢ ARCA Backup Agent
e Zenith Business Continuity System

On the target backup server the following services must be started after running the Backup Agent Install:
e ARCAScheduler

e ClStateBackAsst (Clean State Backup Assistant)

e ShadowProtect Service

e StorageCraft Shadow Copy Provider

You must have an administrative account to install and authenticate to the target backup servers. The server must have

access to the D$ share on the ARCA for writing backup files.

Please contact support if any components are missing or not installed.

3.3 Environment

Before you being the setup process, check to verify that you have:

e Keyboard

¢ Mouse

ARCA Implementation
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e Monitor
¢ Internet Connection
¢ LAN Connectivity to the destination servers

e WAN Connectivity for replication to ARCA or Vault

3.4 System Operations

General Operational Guidelines

e To backup your servers from the ARCA, you will need to install a backup agent. We will go over this later in agent
setup sections.

Warning:  The ARCA cannot backup itself or other ARCA appliances. To protect your ARCA, backup the configuration settings
via fiRestore Configurationo. I f the ARCA backup agetnt

ten and you must contact support.

Application | og¥rogramea-iles\ZeathAREAIA pipnl ificCat i onLogo.

e You must have network connectivity on the LAN when backing up servers. We do not recommend backing servers
up over the WAN.

e You will need to open port 16450 for the web service to post data (NIC configuration, replication alerts, etc.) on repli-
cated configurations.

e  For replication, you will need to open ports in your firewall. The default client port is 39002 (BTP i Breakthrough

Transfer Protocol).

e Default vault ports are 39000 (TCP and UDP) and 39002 (BTP).
e 16450 for web posting data

e The ARCA is setup in a workgroup configuration (recommended), but it can be joined to a domain.

ARCA Implementation .
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e The default admin user accounts and passwords a r eadminfstratord0 and fApa&s$ wo e@d Waracom-a
mend changing the default passwords for security. You can use any administrative account to login, but a dedicated

virtualization account is recommended.
e The ARCAsoftwarer uns wunder t h eacdbuntonothd ARGA/ st e mo

e Any administrative account can be used to create the backup and authenticate to the backup agents. We

recommend using the same account for ease of administration.

e After the backup agent is installed on destirmat:i

temd account .

e For email alerting, you will need an SMTP server to relay messages. The ARCA does not include an
SMTP server.

e Documentation is available from our website www.zenitharca.com

e Support is available through our portal https://support.zenitharca.net

ARCA Implementation
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4 |nstallation

4.1 Logging in for the First Time

The ARCA will boot to the Windows login screen. You can login with one of the default accounts, administrator or restore,
password arca. You will be prompted to change the password. Do not forget the password if you decide to change it. Once

you login you will presented with the Windows user interface.

Warning: A dedicated account is recommended when performing server virtualization tasks. See the Standby Server sec-

tion for details.

Configure your Network Settings by assigning static IP addresses to the LAN Connections

Verify all pre-installed applications.

Please see the Zenith ARCA Getting Started Guide for initial setup information.

4.2 ARCA Computer Management and Installed Applications

We will review the system services and event viewer settings.

e ZenithARCA Event Log i A custom event log which reports all triggered ARCA events.

e Installed Applications

A ARCA

Breakthrough Copy System
KeyFile Maker

Ontrack PowerControls 4.2

Sun xVM VirtualBox

A Zenith Business Continuity System

A
A
A
A

e Installed Servicesi These services should be in a AStartedo s

ARCA Implementation
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A ARCAScheduler
A Breakthrough Scheduler
A Storagecraft Image Manager

e Event Viewer

E Computer Management !EI E

=) Fle Action  Wiew window  Help |;|i|5|
&= | BHE DR @
g Computer Management {Local) Type | Date Time: | Saurce | Category | By =
Elﬁa System Taaols (A} Infarmation  4/15(2009 50102 PM ZenithéArca  FLINCE 3t
El@ Event Yiewer (&) nformation  4/15/2009 5:01:01 PM  ZenithArca  FLINCE 3t
4] Application (&) Irformation  4/15/2009 S:01:01 PM  Zenithérca  FLINCE ac
Internet Explorer (@ Irformation  4/15/2009 33IH0SPM  Zenthdrca  SMRCBY 31
1] Security (@) IrFormation  4/14/2009 S:01:01 PM ZenithArca  FLINCE 3t
7 ;Z::hr:rca (@ Irformation  4/14/2009 S:01:00PM  Zenthérca  FLINCEK 3
- hareu:l Folders @Infarmatian 4f14/2009 S:0L:00PM ZenithArca FLIMCE 3C
% @Infarmatian 411312009 71131 P Zenithérca {253 20
[+-#3 Local Users and Groups
8] Performance Logs and Alert @Infurmatiun 411312009 5053 PM ZenithArca FLIMCE 3C
Device Manager @Infurmatiun 41132009 5:00:53 PM Zenitharca FLINCE 3
Storage @Information 41132009 5:00:55 PM  Zenitharca FLINCE 3
Remavable Storage @Information 4j13§2009 4:16:27 PM Zenitharca SMRCBY 7E
ke Disk Defragmenter @Information 41132009 2:49:52 PM Fenitharca SHRCEX 7E
-8 Disk Management @'Inﬁ:rmatiun 4/13/2009 11:51:23 ... ZenithArca (28] 2C
[EI--@ Services and Applications @Infurmatiun 411312009 10:26:14 ...  ZenithArca SHRCEX 7E
@Infarmatian 411312009 3:00:59 AM  ZenithArca MOCLEK, 9
@Infarmatian 4f1 212009 10:01:13PM ZenithArca (253 zZC
@Infarmatian 411212009 5:04:01 PM Zenithirca ABMOGH Q .
7 I I _bl (;;I‘:lTnFnrm:hnn 4i1-22nna Coar B0 oM 7:ln|H-\ﬁrr= FITRICK _:Ii—l

Double-click each event to view its properties. Event types are available in the ARCA Administrator Guide.
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5 Navigating the User Interface

We will review the ARCA Dashboard and system components.

e ARCA Dashboard i To launch, navigate to the Start Menu > All Programs > ARCA > ARCA Dashboard. This

launches the ARCA Dashboard. You can also launch the individual components of the ARCA software through the

ARCA program group.

g Manage Your Server

W Conmiand Prompt

—
3! My Compuker

\g My Metwork Places

- B Windows Catalog
_:__;,{ Windows Expl 4 Windows Update

I@ ACCessories
!E Standbey Server I@ Adminiskrative Tools

ARCA Dashboal I@ BitDefender Security For Windows Servers b I@ ARCA Administration P

" S, - -«

I@ Breakkhrough
(7] MVIDIA Corporation

I@ Cntrack,
I@ Starkup

I@ Sun vk YirtualBox
Remote Deskto| & Inkernet Explarer

"_E Inkernet Explorer (G4-bit)
Breakthrough Li ﬂ LogMeln
t%] Cutlook Express

Rernoke Assistance

@ Motepad

ARCA Dockar

P

—
-
i

all Programs

=

4
3

» I@ Backup Data Transfer  #
k I@ Configuration k
L4 I@ License Activation L4
k I@ Reporting Dashboard — #

L I@ Suppork L
I@ Virkual Machine b

Log OFf

distart | @ [} ¥ | g9 ARCA Dashboard

"% 4DE240DEEEEE482E 2N, . | I CProg
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5.1 ARCA Dashboard

&5 Dashboard

= E3
Business Continuity Software orice Tag - S2TATLYam R n0
wmmy Configuration -‘ Configuration
# Agent Setup

9 Backup Data Transfer

——

Configuration WVault Configuration Restore Configuration

Virtual Machine
9 Support

g Reporting Dashboard
[ License Activation .
System Name : ARCA100T2

Private Label

The dashboard is a starting point to navigate anywhere in the software. All configuration and administrative functions can be
performed from here. Click each tab to navigate.

The dashboard has the following sections:

o Configuration i Configuration, Vault Configuration, Restore Configuration, Private Label

o Agent Setup i Add Server, Remove Server

o Backup Data Transfer i Copy Backup Images of Server(s) to External Drive, Sync to External Drive, Break-
through Config, Breakthrough Link

o ARCA Administration i Health Check, Backup Management Console, Exchange Recovery Tool, Backup
Chain Continuity Check, Chain Verification, Emergency Cleanup, File Verification

ARCA Implementation .
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o Virtual Machine i Virtual Machine
o Supporti ARCA Support Portal

o Reporting Dashboard i Backup Analysis & Backup History

o License Activation i Backup Agent License, Exchange Mail Recovery License, Replication License

ARCA Implementation
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6 Configuration

The first step in getting backups up and running is configuring monitoring and alerting. This is accomplished though the

ARCA Configuration Panel. You do not need to setup a configuration template

alerting will be disabled on that server until a template is applied.

Confi

gur e

AReplica Confi

ARCA appliances for ease of administration.

gur at.i

ono alerti

before

running the AA

ng for replicated

For email alerting, the ARCA does not include an SMTP server. You must have access to a valid SMTP server to relay

alerts and reports. Depending on your
relay list.
To make changes to configuration panel optionsc | i ck AEdi t o0. Cli

SMTP

server cwafig

save

Note: 1IS (Internet Information Services) is installed locally for reporting.

Note: Ensure t he

AEveryone oo hgARGAIWeb Seaver artawp directorp.nt r ol t o t

[:I Console Root Mame
E--fﬁ Internet Information Services { | || AlertDetails
=1 15 PGHARCA (local computer) _ Configuration

E|_J Application Pools 7 History

- DefaulkdppPool ) JobData

E|_J ‘Web Sites I MDS

E|.-" fj\c‘:c\p::l; Server hc

_,J Wb Service Extension: - Report :
__J Restaration
_J Status
_Jvaulk

|=| arca_getwml.asp

|=] arca_putxml.asp
|=| webpostCheck, asp

':m Console Root Internet Information Services (1IS) Manag| c:, Program Files (#86)ZenithARCA' Web Service',arcawp|El B3

Security |

Group or uger names:

!ﬁ FPower Users [PGHARCA Power Users)

CNCTRER
T |

!ﬁ Adminiztrators [PGHARCANAdministrators) &
€7 CREATOR OWMER,

=,

For special permissions or for advanced settings, Advanced |

click Advanced.

Add... | Bemove |
Permizzions for Everyone Allaw Dreny
Full Control o =
Moty a
Fiead & Execute O
Lizt Folder Contents O 4
Read a
Wirite a LI

[ o ]

Cancel |
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Warning:  If security permissions are set incorrectly alerting and reporting to the servers will not behave as expected.

Warning:  Failed to retri eve job configuration triggers an alert  and reporting will be blank past agent install.

Alert: Unable to monitor backups, failed to retrieve job configuration of server

6.1 Configuration

Under fAConfigurationd setup | ocal ARCA configuration aler

e Launch the ARCA Dashboard and go to AConfigurationo

&5 Dashboard _ O}

Business Continuity Software Version 5.0.0

Service Tag - 527A71792A3547D3
wmgy” Configuration -‘ Configuration
Agent Setup

Backup Data Transfer J—

P =, £ 2

Virtual Machine Configuration \ Vault Configuration Restore Configuration
Support

Reporting Dashboard

JOOS§oe

License Activation
Systern Mame : ARCA100T2

Private Label

e Click the ACanThislgunmchest hend Configuration Panel 0. You
the mail server to proceed.
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Zenith ARCA

#3} ARCA Configuration Panel

hail server is not yet configured. Caonfigure the mail
server to proceed further

¢ Click AOKO to the prompt to display configuration se

e To refresh the screen click the fAiRePaerehd button to
% Configuration Panel —"
e To change any setting under fAConfigurationod click AE

Collapsed View
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